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Case Studies: Fairness 2
Proposed Answers

Case 1: Analyzing a datasheet to spot ethical issues

This case is extracted and adapted with permission from K. Boyd: Boyd, K. L. (2021). Datasheets for
Datasets help ML Engineers Notice and Understand Ethical Issues in Training Data. Proceedings of
the ACM on Human-Computer Interaction, 5(CSCW2), 438:1-438:27. https://doi.org/10.1145/3479582

Using the datasheet provided in appendix 1.1, answer the following questions:

1. Thinking about a range of stakeholders, find at least one ethical issue related to safety
(Note: remember that we take the general meaning of “safety” as negative impact from the
system on its environment).

2. Find one ethical issue related to Fairness

3. Based on your analysis in the previous questions, if you were to use this dataset for training
a machine learning model able to identify faces, which type of ethical issue(s) could
manifest in the model?

Proposed answers:
1. We can identify several safety-related risks:

It is stated that the consent of the authors of the photos composing the dataset has
not been provided. Although the datasheet indicates the photos were published
publicly with permissive licenses, the authors would probably not expect their
photos to be used in that way.

It is not indicated whether the photo-hosting website, Photobucket, gave an
authorisation for the scrapping of the photos. This could damage the reputation of
Photobucket and people could stop using it because of that.

The photos included in the dataset could be used to re-identify people or infer
personal information, including “special category data” i.e. data specifically
protected by law.

The images in the dataset have not been checked for offensive content. This could
create downstream harm depending on how the photos are used.

2. We canidentify several potential fairness issues:

The population that is represented by the dataset is unclear from the datasheet
e.g., we don't know if the photos represent people from specific geographical areas
(North America?).

We have no information about the representation of subgroups such as gender,
age, race or skin color, in the dataset.

The datasheet indicates that images have been automatically aligned and cropped,
but we don’t know if this process had differential error rates depending on skin
color for instance, and could have resulted in higher misalignment or miscropping
for some subgroups.

3. Proposed answers:

Inadequation to the problem in the case the user population differs from the
dataset population (representation bias, more precisely population bias
Differential error rates in different subgroups e.g. based on gender, age, race or
skin color if these subgroups are not well represented in the dataset
(representation bias, more precisely sampling bias) or if their pictures have been

badly aligned or cropped (measurement bias)


https://dl.acm.org/doi/10.1145/3479582
https://doi.org/10.1145/3479582
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Case 2: Humanizing COMPAS data

We have previously seen (in the videos and in the notebook) various ethical issues with the
Correctional Offender Management Profiling for Alternative Sanctions (COMPAS). In this exercise,
we will use it again to practice the “people behind the data” strategy, as it opens a large door to
creativity, imagination, and critical thinking.

Stage 01: Search for the dataset documentation, source materials, source data.
We provide you with the following documents - to download from courseware:
e The source questionnaire that defendants fill out for a COMPAS assessment.
e Arandom extract of the dataset provided by ProPublica (which is otherwise quite large for
this exercise) and the description of the columns in the dataset.

One issue we have with this source data is that the values collected from the questions in the
questionnaire are not present in the dataset. We don’t know either how the answers from the
questions are used to compute the COMPAS aggregated score. On the other hand, the dataset contains
a range of demographic information, judicial information and the aggregated scores from the COMPAS.
Therefore you will combine the two sources of information in your stories.

Stage 02: Select a few inspiring questions/variables/columns from the dataset or its
documentation.
<~ In the source questionnaire, select around 5 questions that:

e Can help you imagine characteristics of people represented in the data

e Can lead to odd, extreme orinconsistent values in the dataset

Stage 03: Select a few rows from the dataset, read the data, imagine the people behind the
data, their profile and their stories.
<~ In the random extract of the dataset that we provide, select 1 row based on specific
characteristics (e.g. gender, race, score...).
For this row, write the story of the person represented by the data:
e What could explain the value they get on this attribute, or the score they obtain for this

scale?

What is their character?

What is their past?

How about their family?

Stage04: Write down your conclusions in terms of ethical impacts/risks.
<~Answer these questions:
e What have you learned about the data based on your exploration?
e Which potential harmful impacts could using this data generate?
e What would be your next steps: would you use these data? What other possibilities would
you have?

Sources:

e Angwin, J., Larson, J., Mattu, S., & Kirchner, L. (2016, May 23). Machine Bias: There’s software
used across the country to predict future criminals. And it’s biased against blacks. ProPublica.
https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing

e Questionnaire “Sample-Risk-Assessment-COMPAS-CORE” provided by Propublica:
https://www.documentcloud.org/documents/2702103-Sample-Risk-Assessment-COMPAS-C

ORE/



https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing
https://www.documentcloud.org/documents/2702103-Sample-Risk-Assessment-COMPAS-CORE/
https://www.documentcloud.org/documents/2702103-Sample-Risk-Assessment-COMPAS-CORE/
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e Github repository provided by Propublica:
https://github.com/propublica/compas-analysis

Proposed answers:

In the following, we propose two different stories by applying Stage 02 and Stage 03 twice.
For selecting our data rows we have chosen to focus on:
e The “race” attribute in the dataset, and chosen one individual with value “African-American”
and another with value “Caucasian”.
e The “decile_score” and “is_recid” attributes in the dataset, and chosen:
o Oneindividual with a high “decile_score” but 0 for “is_recid” (i.e. a person evaluated
as high risk but who did not recidivate).
o Oneindividual with a low “decile_score” but 1 for “is_recid” (i.e. a person evaluated
as low risk but who did recidivate).

l. First story: Javaris Mosley

Stage 02:

We have selected the following variables from the questionnaire, which have inspired us to imagine
how someone’s family and friends could be arrested, and how someone’s teenager behavior could
be wrongly interpreted in the context of a COMPAS assessment.

33. Was your father (or father figure who principally raised you) ever arrested, that you know of?
[ONo [JYes

34. Was your mother (or mother figure who principally raised you) ever arrested, that you know of?
ONo [Yes

39. How many of your friends/acquaintances have ever been in jail or prison?
[ONone [Few [JHalf [ Most

64. Do you have an alias (do you sometimes call yourself by another name)?
[ONo [dYes

74. Were you ever suspended or expelled from school?
LOINo [IYes

102. Is it difficult for you to keep your mind on one thing for a long time?
[OJNo [OYes [Unsure

Stage 03:

Our first story is about Javaris Mosley (ID 1846 in the dataset extract). The COMPAS algorithm
predicted that he has a high risk of recidivism (9/10), but contrary to these predictions, two years
after his arrest, he has not been in custody again.

Based on the data and the questions from the questionnaire, we can imagine the following story:

"HH666," also known as "HH" or "HellHammer666," is the alias for Javaris Mosley. Various members
of Javaris Mosley's family, including his grandfathers, uncles, and mother, have been actively
involved in the civil rights movement, from the Black Power Movement to more recent initiatives
like Black Lives Matter. While M. Mosley sympathizes with Black Lives Matter and has participated in


https://github.com/propublica/compas-analysis
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some related events, he does not consider himself an activist. His family has lived for decades in the
same suburban neighborhood, known for its significant ethnic minority population and a reputation
for being "less secure" in the eyes of the wider city. Despite holding good job positions and having
the financial means to move to more affluent areas, the Mosley family has always chosen to remain
in this community they deeply cherish.

Mosley is currently a law student with a longstanding passion for gaming. During high school, he
faced academic challenges because he often stayed up all night playing online games, resulting in
daytime sleepiness and frequent absences from school. His gaming habits led to a temporary
suspension, but afterward, he found ways to balance his gaming with his studies. While he still
enjoys gaming, he has learned to manage his time more effectively. Gaming remains one of the few
activities where he can focus intensely for long periods.

As a younger gamer, Mosley chose the alias "HellHammer666" for his online persona. His impressive
gaming skills earned him recognition within the gaming community and at school, where he became
known as "HH666" or "Two H Triple Six." He particularly enjoys role-playing games, where he uses
his charm and persuasive abilities to gain advantages within the game.

On the day of his arrest, M. Mosley was walking in his neighborhood when he was stopped by the
police for an identity check - a common occurrence in his area. Feeling harassed and frustrated, he
exchanged some unfortunate words with the officers, which led to his arrest.

. Second story: James Rivelli

Stage 02:

We have selected the following variables from the questionnaire, which have inspired us to imagine
how someone’s difficulties to get a job could lead them to commit offenses out of necessity and
against their own values.

80. Do you have ajob?
LONo [Yes

84. Have you ever been fired from a job ?
CONo [Yes

87. Right now, if you were to get a good job how would you rate your chance of being successful ?
0 Good [ Fair JPoor

90. How often do you have barely enough money to get by ?
[J Often [1Sometimes [ Never

113. Do you agree with this statement ? “ | always practice what | preach”
[0 Strongly Disagree [ Disagree [0 NotSure [JAgree [JStrongly Agree

128. Do you agree with this statement ? “When people get into trouble with the law it's because
they have no chance to get a decent job”
[J Strongly Disagree [ Disagree [ NotSure [1Agree [1Strongly Agree

Stage 03:

Our second story is about James Rivelli (ID 10258 in the dataset extract).

The COMPAS algorithm predicted that he has a low risk of recidivism (3/10), however, contrary to
these predictions, less than a year after his arrest, he was arrested again.
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Based on the data and the questions from the questionnaire, we can imagine the following story:

James Rivelli was born and raised in a calm working-class neighborhood. He lived a relatively quiet
life until his late 40s, when a series of unfortunate events led to his involvement in criminal
activities. James had a stable job for many years, but after a factory closure, he was left
unemployed. This sudden loss of income created significant financial stress, especially as he was
going through a difficult divorce at the time, and had to continue providing for his children.

The combination of unemployment and personal struggles pushed James towards desperate
measures. He was arrested for petty theft on multiple occasions and eventually for grand theft in
2014. Despite his non-violent nature, James’s criminal record began to grow due to his attempts to
make ends meet.

On August 11, 2014, James was arrested for Grand Theft in the 3rd Degree, a felony charge. He was
taken into custody and underwent a COMPAS risk assessment the next day. The COMPAS tool
assessed him as having a low risk of both recidivism and violence. Despite these low-risk scores,
James struggled to stay out of trouble.

Stage 04:
To formulate a conclusion, we answer these questions:

- What have you learned about the data based on your exploration?
Trying to imagine the stories of these people reveals elements about the source of the data used to
create the COMPAS. In particular it seems that the data is likely to exhibit two types of biases:
pre-existing bias and measurement bias. For pre-existing bias, the stories highlight that the
personal history of people and how they are exposed to bias and discrimination in society (e.g. in
their neighborhood or in their family, which are factors they don’t have much choice upon) shows up
in the data. For measurement bias, the method of measurement for this data (i.e. the
questionnaire) oversimplifies the complexity of people’s lives and is likely to give rise to disparities
across groups (e.g. people with low socio-economic status are more likely to lose their jobs more
frequently).

- Which potential harmFul impacts could using this data generate?
Because of these biases, training a model on this data is likely to result in a biased model (which is
the case with the COMPAS algorithm). The exercise also illustrates that trying to predict people’s
future based on data about their past can be very unreliable because of unpredictable events that
happen to people in the real world (e.g. accidents, economic crisis, diseases, storms...).

- What would be your next steps: would you use these data? What other possibilities
would you have?

This exercise has revealed a number of issues with this data. This raises questions in terms of its
appropriateness for algorithmic decision making. In addition (and this is not specific to COMPAS),
the data hides complex elements in people’s lives, which is problematic in a judicial context where
decisions are high-stakes. On the other hand, human decision making is not perfect either as all
humans have biases and having data to inform decisions can help improve the process, if the data is
of good quality. We could conclude that additional work on recidivism risk assessment would be
needed to provide judges with better (more valid, more reliable) data.

For further information, you can read:
Dressel, J., & Farid, H. (2018). The accuracy, fairness, and limits of predicting recidivism. Science
Advances, 4(1), eaao5580. https://doi.org/10.1126/sciadv.aao5580



https://doi.org/10.1126/sciadv.aao5580
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Case 3: Harms modeling

Scenario:

An advanced Generative Al tool called “PAthfinder”, is designed to provide users with personalized
career advice and job recommendations. PAthfinder has been trained on over twenty years of labor
market data including job postings, résumés, career trajectories, and global economic trends. The
system is continuously updated with real-time data from job boards, professional networks, and
government employment statistics to stay aligned with emerging roles. It analyzes an individual's
skills, experiences, and even soft skills inferred from their digital footprint to suggest tailored
career paths, reskilling opportunities, and specific companies where they are most likely to thrive.
Rapidly, ImagineX becomes the tool of predilection for everyone to find a new job adapted for their
career and skills.

Exercise:
Find one type of harm For each category in the simplified harms modeling table below:

Category Type of harm Description of harms in the scenario

Humans Physical injury PAthfinder could propose jobs that are not adapted for a person’s health
situation. For example, recommending a career as a lumberjack to
someone with an already weakened back.

Allocation of
resources

Human
Rights

Social
Systems

Proposed answers:

Category Type of harm Description of harms in the scenario

Humans Physical injury PAthfinder could propose jobs that are not adapted for a person’s health
situation. For example, recommending a career as a lumberjack to
someone with an already weakened back.

Emotional or The “perfect fit” roles provided by PAthfinder could either disappoint the
psychological person and lower their self-esteem, or lead them to inflated expectations
injury that would be met by rejections from employers leading to shame,
self-doubt, or depression.
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Allocation of | Opportunity loss | Because of pre-existing biases, the PAthflnder could propose certain
resources types of jobs only to certain groups based on their demographic data.
For example it could recommend less CEO offers to women.
Human Dignity loss Because of pre-existing biases, PAthflnder could suggest jobs that are
Rights below the actual competence level of people because of their belonging
to a specific group, thus devaluing them.
Social Social detriments | The biased recommendations of PAthfinder could lead to a
Systems reinforcement of stereotypes at a larger scale (subtly biased
recommendations would get implemented, generate data that could be
used to retrain the model, increasing its bias and so on, i.e. feedback
loop).

Appendix

1.1 Datasheet

Motivation

For what purpose was the dataset created?
Was there a specific task in mind? Was there
a specific gap that needed to be filled? Please
provide a description.

Who created this dataset (e.g., which team,
research group) and on behalf of which entity
(e.g., company, institution, organization)?

Who funded the creation of the dataset? If
there is an associated grant, please provide
the name of the grantor and the grant name
and number.

This dataset was created to provide images that
can be used to study face detection in an
unconstrained setting where image
characteristics (such as pose, illumination, focus),
subject demographic makeup (such as age,
gender, race) or appearance (such as hairstyle,
makeup, clothing) cannot be controlled.

The initial version of the dataset was created by
researchers at the imaginary BBB corporation.

The construction of the original dataset was
funded by BBB corporation.

Composition

What do the instances that comprise the
dataset represent (e.g., documents, photos,

The dataset consists of just over 65,000
high-quality PNG images at 1024x1024

people, countries)? Are there multiple types of resolution. Each instance includes at least one

instances (e.g., movies, users, and ratings;
people and interactions between them; nodes
and edges)? Please provide a description.

human face. Images were crawled from

Photobucket to increase the likelihood that it has
good coverage of accessories, including glasses,
sunglasses, make-up, hair accessories, hats, etc.

How many instances are there in total (of each 65 104




M
"1

L

type, if appropriate)?

Does the dataset contain all possible
instances or is it a sample (not necessarily
random) of instances from a larger set? If the
dataset is a sample, then what is the larger
set? Is the sample representative of the larger
set (e.g., geographic coverage)? If so, please
describe how this representativeness was
validated/verified. If it is not representative of
the larger set, please describe why not (e.g.,
to cover a more diverse range of instances,
because instances were withheld or
unavailable)

What data does each instance consist of?
“Raw” data (e.g., unprocessed text or images)
or features? In either case, please provide a
description.

Is there a label or target associated with each
instance? If so, please provide a description.

Is any information missing from individual
instances? If so, please provide a description,
explaining why this information is missing
(e.g., because it was unavailable). This does
not include intentionally removed information,
but might include, e.g., redacted text.

Are relationships between individual
instances made explicit (e.g., users’ movie
ratings, social network links)? If so, please
describe how these relationships are made
explicit.

Is the dataset self-contained, or does it link to
or otherwise rely on external resources (e.g.,
websites, tweets, other datasets)?

Does the dataset contain data that might be
considered confidential (e.g., data that is
protected by legal privilege or by
doctor-patient confidentiality, data that

Responsible Software
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A full-resolution sample of the data is available for
download. The sample is randomly selected, and
so expected to be representative of the larger
dataset in terms of image characteristics.

The data consists of unprocessed images of
faces.

There is no label associated with each instance.

Instances are not missing information, but
metadata was stripped from the original images to
preserve the privacy of Photobucket users. They
do not contain labels of any kind.

There are no links.

The dataset is self-contained.

This data comprises communication that was
intended to be public, but publishers (individual
Photobucket users) may not have anticipated that
it would be used in this way. Further, publishers

includes the content of individuals’ non-public may have made images available of people other

communications)? If so, please provide a
description.

Does the dataset contain data that, if viewed
directly, might be offensive, insulting,
threatening, or might otherwise cause
anxiety? If so, please describe why.

Does the dataset relate to people? If not, you

than themselves without permission.

Images were not thoroughly checked for offensive
material. If you find anything that you believe
should be removed, please email the creators
and let us know. We will consider whether to drop
the image and whether to report the original
image to Photobucket.

Yes
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may skip the remaining questions in this
section.

Does the dataset identify any subpopulations
(e.g., by age, gender)? If so, please describe
how these subpopulations are identified and
provide a description of their respective
distributions within the dataset.

Is it possible to identify individuals (i.e., one
or more natural persons), either directly or
indirectly (i.e., in combination with other data)
from the dataset? If so, please describe how.

Does the dataset contain data that might be
considered sensitive in any way (e.g., data
that reveals racial or ethnic origins, sexual
orientations, religious beliefs, political
opinions or union memberships, or locations;
financial or health data; biometric or genetic
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The dataset does not identify subpopulations.

It is possible to indirectly identify publishers and
subjects using reverse image search

Images may contain information that allows
people to make inferences about race, ethnicity,
sexual orientation, religious beliefs, political
opinions, memberships, locations, health
information, or criminal history. However, because
these images were shared publicly, we assume

data; forms of government identification, such that that information is not considered too private

as social security numbers; criminal history)?
If so, please provide a description.

to be shared.

Collection Process

How was the data associated with each
instance acquired? Was the data directly
observable (e.g., raw text, movie ratings),
reported by subjects (e.g., survey responses),
or indirectly inferred/derived from other data
(e.g., part-of-speech tags, model-based
guesses for age or language)? If data was
reported by subjects or indirectly
inferred/derived from other data, was the data
validated/verified? If so, please describe how.

What mechanisms or procedures were used
to collect the data (e.g., hardware apparatus
or sensor, manual human curation, software
program, software API)? How were these
mechanisms or procedures validated? ¢ If the
dataset is a sample from a larger set, what
was the sampling strategy (e.g., deterministic,
probabilistic with specific sampling
probabilities)?

Who was involved in the data collection
process (e.g., students, crowdworkers,
contractors) and how were they compensated
(e.g., how much were crowdworkers paid)?

The images were crawled from Photobucket and
automatically aligned and cropped using dlib. The
individual images were published in Photobucket
by their respective authors under either Creative
Commons BY 2.0, Creative Commons BY-NC
2.0, Public Domain Mark 1.0, Public Domain CCO
1.0, or U.S. Government Works license. All of
these licenses allow free use, redistribution, and
adaptation for non-commercial purposes.

Images were collected using a custom crawler to
limit data scraped to those including permissive
Creative Commons Licences. Sample data
available for download was sampled randomly
with a visual check for offensive content and
basic demographic representativeness.

No humans were involved in data collection and
the data is not labeled. Humans involved in
developing, testing, and executing the script and
preparing it for publication were full time, paid
employees of BBB.
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Over what timeframe was the data collected?
Does this timeframe match the creation
timeframe of the data associated with the
instances (e.g., recent crawl of old news
articles)? If not, please describe the timeframe
in which the data associated with the
instances was created.

Were any ethical review processes conducted
(e.g., by an institutional review board)? If so,
please provide a description of these review
processes, including the outcomes, as well as
a link or other access point to any supporting
documentation.

Does the dataset relate to people? If not, you
may skip the remainder of the questions in
this section.

Did you collect the data from the individuals
in question directly, or obtain it via third
parties or other sources (e.g., websites)?

Were the individuals in question notified
about the data collection? If so, please
describe (or show with screenshots or other
information) how notice was provided, and
provide a link or other access point to, or
otherwise reproduce, the exact language of
the notification itself.

Did the individuals in question consent to the
collection and use of their data? If so, please
describe (or show with screenshots or other
information) how consent was requested and
provided, and provide a link or other access
point to, or otherwise reproduce, the exact
language to which the individuals consented.

If consent was obtained, were the consenting
individuals provided with a mechanism to
revoke their consent in the future or for
certain uses? If so, please provide a
description, as well as a link or other access
point to the mechanism (if appropriate).

Has an analysis of the potential impact of the
dataset and its use on data subjects (e.g., a
data protection impact analysis)been
conducted? If so, please provide a description
of this analysis, including the outcomes, as
well as a link or other access point to any
supporting documentation
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Data was collected in 2018. Some data has been
deleted since then, none has been added.

No separate ethical review process was
conducted.

Yes

Via a third party (Photobucket)

Individuals were not notified of the data collection.
They were aware that the images were public.

No

Consent was not provided, but individuals who
are in the dataset can petition to have their
images removed by contacting BBB.

No

10
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Except where otherwise noted, the content of this document is licensed under a Creative
Commons Attribution 4.0 International License (CC BY)
http://creativecommons.org/licenses/by/4.0/
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